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1 Definitions and Abbreviations  

The definitions set out in the latest MSB Market Rules shall apply in respect of the Market 

Surveillance Framework.  Any new terms or acronyms introduced are defined in the document. 

2 Introduction  

The Electricity Control Board (ECB) is the statutory regulatory authority established in terms of 

the Electricity Act (Act 4 of 2007).  

The ECB has the core responsibility of exercising control over the electricity supply industry (ESI); 

which entails regulation of generation, transmission, distribution, supply, use, import, and export 

of electricity in Namibia. Namibia's electricity market is undergoing transformation with the 

operationalization of the Modified Single Buyer (MSB) Market Model. In line with this, a robust 

market surveillance mechanism is essential to complement the other rules and frameworks 

already in place to safeguard market integrity, ensure rule compliance, prevent abuse, and 

identify risks that may affect market performance.  

To support the implementation and evolution of the MSB, the ECB developed a Market 

Surveillance Framework (MSF) to guide market participants that enter into new transactions in 

the MSB market.  

This MSF document: 

• reiterates the objectives of market surveillance and monitoring,  

• defines the scope of application of the activities undertaken,  

• confirms alignment with applicable local and regional legislation and relevant 

frameworks,  

• identifies key risks in the MSB market,  

• establishes routines and mechanisms for compliance monitoring,  

• maps the incident and case investigation and sanctioning process,  

• establishes sound communication practices and protocols for engaging with market 

participants, 

• defines the institutional and governance structure for the monitoring body to be 

established,  

• sets out key principles for data collection and collation and associated IT systems, 

and 

• outlines the approach to market performance reporting. 
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The MSF is accompanied by a set of additional tools and reports set out below: 

• An Excel-Based Surveillance Tool to facilitate data collection, analysis, and reporting 

for both internal and export market surveillance. The tool shall include a Dashboard 

for market monitoring KPIs.  

• An Annual Market Performance Report Template complete with a market overview, 

contracted Market Participants, Contestable Quantity allocation, national 

Contestable Cap, self-sufficiency status, MSB trading volumes and MSB-related price 

trends, market participation behaviour, compliance and progress summaries.  

3 Market Surveillance Framework Objectives 

The MSF is designed to achieve the following overarching objectives: 

• Prevent market abuse, discrimination and manipulation, including insider trading 

and collusion.  

• Increase confidence in the electricity market by promoting transparency, fairness 

and consistency of treatment of all market participants.  

• Reduce risks to market participants through early detection of compliance and 

operational anomalies.  

• Align surveillance practices with the MSB Market Rules, the Electricity Act, MSB 

agreements, and relevant SAPP guidelines. 

4  Scope of Application of the MSF 

The sections below set out important guardrails in terms of legal and regulatory provisions, 

affected parties and market activity that inform the surveillance priorities. 

4.1 Primary Governing Statutes  

The MSF is informed primarily by the rules and provisions in the following governing statutes:  

• Modified Single Buyer (MSB) Detailed Market Design (2019) – the overarching 

guiding document for the market approved by the Ministry of Mines and Energy. 

• Modified Single Buyer (MSB) Market Rules (2022) - rules governing trade between 

market participants. 

• Namibia Wheeling Framework (2025) – supports non-discriminatory access to the 

transmission and distribution networks to enable bilateral trade, and provides a 
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transparent, fair and practical framework for the determination and implementation 

of wheeling services and charges for the use of the networks. 

• Namibia Balancing Framework (2020) - sets out the rules and procedures including 

commercial arrangements for real time adjustment of supply and or demand to 

ensure the security and reliability of the electric system due to unforeseen 

fluctuations by suppliers and consumers of electricity in the market.  

4.2 Alignment with Broader Regulatory Environment 

In addition, the MSF additionally needs to align with a range of other legislative and regulatory 

instruments both within Namibia and within the region. These include the following:  

• Electricity Act 4 of (2007) 

• Electricity Regulations: Administrative (2011)  

• Transmission and Distribution Grid Codes 

• Licence Conditions for impacted Licensees  

• Competition Act 2 of (2003) 

• SAPP Market Conduct Rules, 2020 

• SAPP Market Surveillance and Monitoring Handbook. 

It is noted that the MSF aims to complement these and not replicate or duplicate governance 

provisions already provided for under these instruments. In addition,  

4.2.1 ECB and Competition Commission MoU 

The ECB and the Namibian Competition Commission (NaCC) have an established Memorandum 

of Understanding (MoU) concluded in 2013 to harmonize their jurisdictions and prevent 

regulatory overlap in the electricity sector.  

Because the ECB regulates the electricity sector and the NaCC enforces general competition law, 

the crux of the agreement is to ensure they work together rather than at cross-purposes. 

The core tenets of the agreement include: 

• Harmonization of Jurisdiction: It establishes a framework to coordinate how both 

entities exercise their powers over matters of mutual interest. This ensures the 

consistent application of their respective laws regarding anti-competitive behaviour, 

restrictive business practices, and mergers and acquisitions within the electricity 

industry. 
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• Joint Investigations and Research: The agreement allows the ECB and NaCC to undertake 

joint investigations, conduct shared market enquiries, and collaborate on research 

studies concerning the electricity sector. 

• Preventing Duplication: By formalizing their cooperation, the MoU aims to improve 

regulatory efficiency, share relevant information securely, and avoid the duplication of 

processes that could burden market participants. 

• Promoting Fair Competition: The MoU formally commits both authorities to work 

together toward the common goal of promoting and maintaining fair competition, 

mitigating monopolistic behaviour, and fostering a stable, competitive environment as 

the Namibian energy sector evolves. 

The MoU broadly sets out the "rules of engagement" so that when a competition issue arises in 

the electricity sector (like a merger of energy companies or a claim of market manipulation), the 

sector-specific regulator (ECB) and the overarching competition watchdog (NaCC) handle it 

collaboratively rather than conducting parallel, potentially conflicting interventions.   

The MSU and MSMC will thus apply judgement on whether to engage the NaCC during any case 

investigation process. 

4.3 Market Surveillance vs Market Audit Scope 

It is noted that Namibia has a set of Market Operator (MO) Audit Guidelines in place. When 

aligning the Market Surveillance Framework (MSF) with the MO Audit Guidelines for the 

Namibian MSB market, it is helpful to establish a clear conceptual boundary: 

• The MSF shall focus on continuous monitoring of market behaviour, identifying trends, 

price anomalies, and potential market manipulation or abuse across all market 

participants. 

• The MO Audit is a periodic (annual), retrospective, and substantive verification of the 

MO’s internal controls, financial accuracy, system integrity, and strict procedural 

compliance with the rules. 

The MSU’s surveillance of the MO will focus primarily on continuous behavioural and trend 

analysis. The substantive verification of the MO’s settlement calculations, internal IT system 

controls, and step-by-step procedural compliance is delegated to the independent Annual MO 

Audit. As the market matures, the MSF and the MO Audit Guidelines may leverage each other's 

observations and findings to evolve their respective scopes.  
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4.4 Market Participants 

The MSF and associated rules and obligations apply to all registered market participants in the 

MSB market.  The Market Participants are specified in the MSB rules as1: 

• Market Operator (MO) 

• System Operator (SO) 

• Eligible Generators (EG) 

• Eligible Producers (EP)1 

• Eligible Sellers (ES)1  

• Contestable Customers (CC) 

• Contestable Distributors (CD)1 

• Traders 

• Importers 

• Exporters 

4.5 Treatment of Non-MSB market participants and Legacy Generators 

While the jurisdictional scope of this MSF and the associated enforcement mechanisms of the 

MSB Market Rules are expressly limited to formally registered Market Participants, the Market 

Surveillance Unit (MSU) recognizes that non-registered entities, including legacy generators and 

other non-MSB market players, significantly impact system balancing and overall market 

dynamics. Consequently, the monitoring scope of the MSU shall extend to the aggregate 

observation of these entities' operational profiles—such as dispatch patterns, physical availability, 

and system impacts - to accurately assess the health and competitiveness of the broader 

Namibian electricity sector.  

Data expectations for non-registered entities will not be governed by MSB-specific or MSF-specific 

reporting mandates; instead, the MSU will rely on data acquired through the MO and SO standard 

market visibility requirements and the reporting obligations stipulated in the entities' respective 

licenses.  

The MSU acknowledges enforcement limitations regarding these players. Because non-MSB and 

legacy generators are not bound by the MSB Market Rules, they cannot be investigated or 

sanctioned through the mechanisms detailed in this MSF. Any suspected anti-competitive 

 
1 Although these terms are not explicitly included under the definition of market participants, they are listed here by 
virtue of the “collective” terms defined and the fact that the provisions of the MSB rules thus logically extend to 
these participants. 
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behaviour, market manipulation, or broader non-compliance identified by the MSU regarding 

these entities will be directly escalated to the Electricity Control Board (ECB). The ECB will 

subsequently review and address these matters leveraging its broader statutory mandate, 

regulatory oversight, and enforcement powers as established under the Electricity Act and the 

specific terms of the entities' operating licenses. 

4.6 MSB Model Market Evolution  

It is noted that the MSB market is being implemented in 3 phases, with allowed market trading 

activity summarised in Table 1 below. 

Table 1: Phased Implementation of the MSB Market 

Phase  Contestable Customers  Dates 

Phase 1a 

• Transmission connected customers may purchase up to 
30% of energy from eligible generators 

• Exporter participation in MSB 

• Trader participation in MSB for exports  

Sept 2019 – 
Jun 2021 

Phase 1b 

• Trader participation in MSB 

• Distribution connected customers (>= 1MVA) may 
purchase up to 30% of their energy demand from eligible 
generators or traders 

• ECB may review Contestable Quantities and Contestable 
Cap 

Jul 2021 – 
Jun 2026 

Phase 2 

• Importers allowed to participate in the MSB market 

• Future market development (TBC) 

• Day-ahead Market, Intra-Day Market, Balancing Market, 
Demand Side participation, trade in Ancillary Services 
products 

Jul 2026 – 
ongoing 
(conditional 
on self-
sufficiency 
targets)   

 

It is recognised that additional potential future market developments provided for under Phase 2 

(highlighted in italics in Table 1), introduce a host of additional yet-to-be-determined trading 

options, products, market mechanisms and associated market conduct risks. To focus on the most 

relevant risks, the MSF thus targets the market participants and trading-related activities relevant 
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to current trade. The MSF will need to be revised to accommodate the new arrangements when 

these and the relevant rules are implemented. 

5 Risk Identification and Mitigation (The Risk Matrix) 

5.1 Background and Risk Grading 

The risk assessment and the monitoring and mitigation actions for the MSF were identified based 

on the active market participants, allowed trading activities and both theoretical and prevailing 

market experiences in Namibia.  Significant guidance was drawn from the SAPP markets and the 

SAPP Market Surveillance and Monitoring Handbook.  

The risks are graded on independent scoring of the identified market misconduct in terms of 

“likelihood” and “consequences”. These are scored as either low/small=1, medium=2 or high=3. 

The resulting scores are then multiplied to get a risk assessment score considering the two factors. 

This is set out in a risk score matrix in Figure 1 below. 

 

Figure 1: Risk Scoring Matrix 

To focus the surveillance, the risks receiving the highest score will be the ones that the MSF shall 

put the most effort into while monitoring and surveying the market. Key or high-risk areas will be 

supported by appropriate indicators.   

The market risks and associated risk scoring are vital in guiding the surveillance and monitoring 

focus and, importantly, how this focus will inevitably change over time as the market evolves and 

matures. To allow periodic risk reviews and updates to the most salient risks are included in 

Annexure 1: MSB Market Risk Summary. This allows the MSF to remain both valid and relevant, 

with the ability to adjust to changing risks. 
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6 Market Surveillance and Monitoring 

In order to run the market surveillance and monitoring activities and apply remedies when 

required, a Market Surveillance Unit (MSU) and Market Surveillance Management Committee 

(MSMC) will be established as set out in more detail in section 9 below.  

Surveillance and monitoring strategies and procedures are presented in this section aimed at 

minimising and preventing market abuse, taking guidance from the risk matrix referenced above. 

The MSU shall monitor that all market participants comply with the MSB rules and associated 

frameworks.  

To this end, the MSU shall: 

• Verify that transparency and market conduct requirements set out in the MSB rules are 

followed 

• Conduct market surveillance and monitoring of MSB market(s) 

• Enforce and monitor the MSB participation/registration process 

• Monitor transmission capacity allocation and constraint management  

• Monitor bilateral contracting between Eligible Sellers and Contestable Customers  

• Monitor market trades and trade trends/anomalies, taking account of Bilateral 

Nomination Instructions and the Constrained and Final Dispatch Schedules. 

• Manage reporting tip-offs and whistleblowing from the market participants and other 

stakeholders. 

6.1 Monitoring Strategy, Routines and Checklists 

To monitor and prevent market misconduct a set of Monthly and Ad-hoc Monitoring Routines are 

set out for the MSU. As far as possible, the data to be monitored will be acquired and collated via 

robust automated processes with trends and triggers to signal market anomalies or misconduct. 

The specific data requirements to support these routines are set out in 15Annexure 2: MSF 

Routine Monitoring Data Requirements and KPIs. 

6.1.1 Monthly Monitoring Routines 

Surveillance Theme MSU Action Data Sources 

Licensing Delays 

• Maintain a high-level dashboard of 
license processing queues and approval 
times  

ECB 
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Surveillance Theme MSU Action Data Sources 

Although this is a part of the broader ECB 
regulatory mandate, it is a critical aspect of 
the MSB market development and worthy of 
proactive MSF monitoring. 

Grid Connection 
Backlogs/Delays 

• Maintain a high-level dashboard of 
Connection Applications, Connection 
Offers and associated timeframes. 

Although this is a part of the broader ECB 
regulatory mandate, it is a critical aspect of 
the MSB market development and worthy of 
proactive MSF monitoring. 

NO 

Market Participation 
Delays 

• Maintain a high-level dashboard of 
application queues and approval times 
for 

• permissions, 

• approvals, 

• registrations 

• concluding agreements 

• Monitor Trends and anomalies 

NO 

SO 

MO 

CD 

Constrained Schedule 

• Maintain a high-level dashboard of 
Constrained Schedule variations against 
Bilateral Nomination Instructions 

• Monitor Trends and anomalies 

MO 

Final Dispatch 
Schedule 

• Maintain a high-level dashboard of 
number and size (MW) of 
events/incidents impacting Final 
Dispatch deviations from the Constrained 
Schedule 

• Monitor Trends and anomalies 

MO 

SO 

Balancing Charges 
• Maintain a high-level dashboard of all 

over and under energy balances 
MO 
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Surveillance Theme MSU Action Data Sources 

• Monitor trends and anomalies in the 
aggregate balancing charges to look for 
broader market impacts 

SAPP Exports 
• Maintain a high-level dashboard of daily 

exports to SAPP by Interconnector 

MO 

SO 

 

6.1.2 Ad-hoc Monitoring Tasks 

The MSU will additionally keep a log of whistleblower tip offs.  Many types of market misconduct 

are difficult to detect via routine monitoring activities, and some are impossible to identify 

without detailed investigation into the mechanics of the market and deep system access. If such 

misconduct is, however, brought to the attention of the MSU via the ad-hoc whistleblower 

reporting process, these shall be addressed proactively.  

Specific market misconduct that could be picked up via this channel would include, among other 

things: 

• Curtailment and Congestion: While the MO Audit is required to test "plant curtailment 

data and congestion incidents”, the focus of the MSF shall be on whether curtailment 

indicates anti-competitive behaviour (e.g. specific IPPs being unfairly curtailed), which 

may be reported by affected market participants.  

• Inconsistent and/or unfair application of MSB rules: While this is a core tenant of the 

"Regulatory Compliance" criteria in the MO Audit, any reported misconduct in this 

regard shall be investigated. 

These will be handled in accordance with the Investigation and Case Handling Procedure as well 

as the Communications Protocols set out under sections 7 and 8 below. Multiple or repeated 

reports identifying potential incidents shall enjoy priority. 

7 Investigation and Case Handling Procedure 

This section describes the high-level procedure to be followed when a possible incident is 

triggered during the routine monitoring tasks or in response to a report, tip off or whistleblowing 

event. The high-level process flow is summarised in Figure 2 below. 
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Figure 2: Case Handling Procedure 

7.1 Alert/Incident deemed a potential case 

When an incident is identified that cannot be easily explained and that is potentially in violation 

of the MSB rules, this would then be considered a case that warrants initial investigation. There 

are multiple triggers and alerts that can start an investigation. Information regarding potential 

breach, non-compliance or market misconduct events can reach the MSU from either internal 

routine monitoring processes or external sources (such as tip offs by market participants or 

stakeholders). 

7.2 Initial investigation 

During this stage further effort is expended on deeper analysis of the alert/incident to gather and 

analyse additional data. After this initial data and information processing step the MSU will assess 

the merits of the case and will make a decision to dismiss the case, or to proceed with a detailed 

partial or full investigation. 

7.3 Further investigation 

The MSU shall undertake a more detailed investigation, gather further information and process 

data to analyse the incident further.  



15 

 

The MSU may, as required, assemble a fit-for-purpose team with relevant subject knowledge to 

conduct the investigation. The specific team may include external consultants if deemed 

necessary. 

If deemed necessary, the MSU will establish contact with market participants or relevant 

stakeholders, with due consideration for confidentiality and standard ECB communication 

protocols. As deemed appropriate, the market participant may be asked to supply additional data 

and/or make representations in mitigation if the alleged incident. 

During this step, the MSU will make a recommendation via the MSMC to the ECB Board for a 

decision to dismiss the case, proceed internally with the imposition of recommended remedies, 

or to refer the case externally.  

If the case proceeds, and the recommendation is to refer the case externally, the MSU will classify 

the case as set out below:   

• If deemed to be a potential criminal act, the MSU shall contact the respective national 

authorities. The MSU may then take on a supporting role. 

• If the incident is judged to potentially constitute a statutory competition law violation as 

opposed to a technical/procedural breach of the MSB Market Rules the MSU shall work 

together with the Namibian Competition Commission, to agree on the primary 

investigative authority, guided by the MoU between the ECB and the Competition 

Commission. Where conduct breaches both the MSB Rules and the Competition Act, the 

MSU may continue to enforce specific MSB technical remedies (e.g. correcting an 

immediate grid security risk) in consultation with the NaCC, while the NaCC pursues 

statutory competition penalties. 

Irrespective of the decision taken, the case investigation outcomes and recommended remedies 

shall be summarized into a formal case report. 

7.4 Case Recommendation, Decision and Implementation 

The MSU shall compile a comprehensive report detailing the factual evidence, the specific MSB 

Market Rule breached, the methodology used to assess the breach, and the quantitative impact 

on the market or other participants. 

Based on the severity of the breach, the MSU shall, together with the MSMC, recommend a 

proportionate recommendation on remedial steps. The remedies that may be applied by the ECB 

would include: 
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1. Technical remedies 

2. Written warnings 

3. Suspension of trade (for a defined period, noting the need to align with provisions of the 

MPA and/or PSA) 

4. Revocation of licence  

The recommended remedy will be tabled by the MSU and the MSMC to the ERB Board for a case 

decision. All remedies shall be reviewed with due consideration for full compliance with all 

governing legislation within Namibia, ensuring that an ECB ruling does not contravene or 

contradict existing law. 

The case recommendation and decision may include the referral of the case to external relevant 

authorities if it is deemed that the market breach falls outside the jurisdiction of the ECB. Such 

referral may be to the Namibian Competition Commission or the broader criminal justice system. 

In such cases the ECB may be required to take on a secondary supporting role. 

Subject to the appeals process described below, the ECB shall ensure that the remedies are 

implanted in full. 

7.5 Appeals Process 

In response to any remedy imposed by the ECB the implicated party may submit a formal appeal 

to the ECB as indicated above. The ECB shall consider the appeal and either revoke, review or 

reaffirm the remedy. 

8 Communication Procedures 

8.1 Case Investigation 

All formal engagement with market participants shall be conducted in accordance with standard 

ECB communication protocols. 

8.1.1 Contact during Initial Investigation 

To facilitate the market monitoring process and conduct the initial investigation, the MSU may 

approach Market Participants with data requests and questions if: 

• the risk for destruction of evidence is considered low, and 

• it would not be possible to proceed in the absence of additional information, or  
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• if there is a significant risk of further breaches if the market participant is not informed, 

or  

• it is suspects that there are market information errors that could be easily rectified. 

8.1.2 Information Request as part of a Further Investigation 

To conduct the further investigation, the MSU may ask for additional information to guide the 

analysis. During the investigation process it is critical that market participants are afforded the 

right of reply and provide any mitigating or supporting information to the MSU. This will enable 

the team to investigate, reach a decision and close the case in a fair manner.  

The information request shall provide the market participant sufficient context and clarity on the 

specific MSB Market Rule allegedly breached, specific data required and defined timeframe 

within which the relevant information shall be submitted.  

8.2 Case Decision Notification 

The ECB shall formally communicate to the implicated market participant the alleged incident, 

detailing the factual evidence, the specific MSB Market Rule breached, the methodology used to 

assess the breach, and the impact on the market or other market participants.  

Such communication shall set out the decision on remedial action to be taken. 

The communication shall additionally convey the rights and obligations of the market 

participant(s) in relation to the appeals procedure.  

8.3 Case Reports and Case Log 

The MSU shall conclude all investigations and cases with a comprehensive case report irrespective 

of whether the case is dismissed, concluded with the imposition of remedies, or referred 

externally.  

The MSU shall maintain a comprehensive case log of all incidents reported, investigated or 

concluded, including dates for service level monitoring.  

To avoid cases dragging on indefinitely and/or risking loss of validity of any claims, all cases shall 

be adjudicated by the MSU within 6 months from the date of case registration. This timeline is 

specified as a maximum timeframe rather than a default and the MSU shall endeavour to 

conclude all cases as diligently and quickly as practically possible. 
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8.4 Whistle-blower Communications and Tip Offs 

Market misconduct is inherently difficult to detect, especially concerning bilateral trades where 

contract prices and terms remain confidential. 

To address this, the MSU shall establish a secure whistle-blower and tip-off protocol and 

communication channel for market participants and other stakeholders to report potential 

incidents of misconduct. 

The channel will utilize a dedicated telephone line and email address to ensure maximum 

effectiveness, anonymity, and confidentiality for all reporting parties. 
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9 Governance Structure 

9.1 MSF Institutional Bodies and Roles 

The governance structure overseeing the MSF and associated roles/functions are set out in Figure 

3 below. 

 

Figure 3: Market Surveillance Institutional Structure2 

10  Data Collection and Information Tools  

10.1  Data Collection and Storage 

Effective market surveillance is heavily reliant on timeous, accurate and reliable data. The MSU 

will rely on operational and commercial data from identified market participants, including the 

following:  

• Monthly data as per Data Requirements set out in Annexure 2: MSF Routine Monitoring 

Data Requirements and KPIs 

 
2 MSMC – Market Surveillance Management Committee, MSU – Market Surveillance Unit 
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• Ad-hoc data as requested by the MSU to support case investigation Excel-Based 

Surveillance Tool 

The MSU shall make use of an Excel-based Data Surveillance Tool that will include the following 

functionality: 

• Data Collection and Collation - Ingestion, Validation and Structuring 

• Analysis and Risk Identification - Key Performance Indicators (KPIs) 

• Basic Trend Analysis 

• Reporting 

• Case Documentation 

• Compliance Dashboard 

11  Market Performance Reporting 

The MSU shall compile an Annual Market Performance Report that includes Key Performance 

Indicators, market efficiency indicators, and compliance summaries.  

The Market Performance Report will draw on daily and monthly monitoring routines to highlight 

both market participant compliance as well as incidents and cases investigated, concluded and 

sanctioned. These will be reported in line with the risks and risk themes identified.  The 

information in this report will be used to evaluate the effectiveness MSB market in achieving the 

overall electricity sector objectives and is envisaged to form an important part of the ECB Annual 

Report.  

The Annual Performance Report template will be set up together with the Excel-based 

Surveillance Tool to facilitate data collection, analysis, and reporting for both internal and export 

market data.  

12  Review and Amendment 

The MSF will be reviewed every three years to ensure its continued relevance and effectiveness. 

Amendments may be made as is necessary to accommodate changes in market dynamics, 

technological advancements, or regulatory frameworks. The ECB may also issue clarifications on 

the MSF when necessary.  

As noted above, it is acknowledged that the MSB market is evolving and aims to introduce 

additional market trading mechanisms over time. In order to accommodate these changes and 
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allow more regular risk reviews and updates the Risk Matrix in Annexure A may be amended 

without having to revise the entire MSF. This allows the MSF to remain both valid and relevant 

with the ability to adjust flexibly to changing market conditions.  

13  Approval and Effective Date  

The MSF was approved by the Board at its meeting held on the [date] under Resolution 

No.______________________. The MSF will become effective [six months] from that date.   

Signed:         Date:  

 

______________________      ___________________ 

MS EVANGELINA NAILENGE  

CHAIRPERSON OF THE ECB BOARD:   
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14  Annexure 1: MSB Market Risk Summary 

Based on the MSF Objectives and Scope of Application set out in the MSF above, the table below captures the key risks identified, 

together with the risk scoring and specific market participant(s) to be monitored.  These serve to guide the monitoring, surveillance 

and mitigation actions to be undertaken.   

These risks focus on the core market conduct issues that could arise from the interplay between the decentralised (bilateral) trades 

and centralized (Access, Scheduling, Dispatch, and Balancing) aspects of the market. 

 

Risk 
Description / Potential 
Misconduct 

Likelihood Consequence Risk 
Market 

Participants 
Monitored 

Mitigation / Surveillance 
Strategy 

Licensing Delays 

Licensing delays with 
IPPs intending to supply 
market participants 
(MO/Traders/REDs/CCs). 

This would include re-
applications or 
amendments as required 
for increased 
capacity/BESS 

3 3 9 ECB 

High level dashboard and 
Trends 

Although this is a part of the 
broader ECB regulatory 
mandate, it is a critical aspect 
of the MSB market 
development and worthy of 
proactive MSF monitoring, 
particularly in the early MSB 
market development stages. 
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Risk 
Description / Potential 
Misconduct 

Likelihood Consequence Risk 
Market 

Participants 
Monitored 

Mitigation / Surveillance 
Strategy 

Long PPA/PSA 
negotiation 
timeframes 

Lengthy negotiations of 
PPAs and PSAs continue 
to delay project financial 
closure, implementation 
and market participation 

2 2 4 ECB 

Introduce standardised 
PPA/PSA templates to shorten 
negotiation timeframes and 
monitor accordingly. 

Delays on Market 
Participation 
Registration and 
Enabling 
Agreements 

The MO and/or SO 
delays permissions/ 
approvals/ registrations 
or concluding key 
enabling agreements 
(e.g. wheeling, 
balancing, network 
capacity reservation, etc) 
for prospective market 
participants. 

2 3 6 
SO 

MO 

High level dashboard and 
trends 

In the early stages of the 
development of the MSB 
market it is proposed to 
include in a public MSB 
Market Dashboard of the 
queues so that this is 
monitored more regularly and 
proactively rather than 
retrospectively at the end of 
each audit cycle 
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Risk 
Description / Potential 
Misconduct 

Likelihood Consequence Risk 
Market 

Participants 
Monitored 

Mitigation / Surveillance 
Strategy 

Bias in Network 
Capacity 
Allocation 

The transmission or 
distribution network 
licensee (or its affiliate) 
may grant preferential 
Network Capacity 
Reserve Arrangements to 
its own internal 
generation or to 
favoured external 
generators, effectively 
limiting the scope of 
equitable access for 
bilateral trades 

2 3 6 
Network 
Licensees 

Based on stakeholder 
feedback and scope 
considerations, this risk is 
covered by the MO Audit and 
should not be duplicated in 
the MSF.  Investigating the 
mechanics of these allocations 
is complex and requires deep 
system access. The MO Audit 
Guidelines specifically 
mandate the testing of 
"Network Capacity 
Allocation". 

Additionally, although the 
MSB market rules provide for 
capacity reserve allocation, 
this does not take place in 
practice.   
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Risk 
Description / Potential 
Misconduct 

Likelihood Consequence Risk 
Market 

Participants 
Monitored 

Mitigation / Surveillance 
Strategy 

Strategic Bias on 
the Constrained 
Schedule 

The MO/SO may apply 
subjective or 
commercially biased 
interpretations when 
determining the 
Constrained Schedule 
from the nominated 
bilateral trades, 
benefiting certain 
generators (e.g. higher-
cost MO-affiliated 
generators) over lower-
cost Eligible Sellers 

2 3 6 
MO 

SO 

High-level dashboard and 
trends 

The MO Audit Guidelines 
specifically cover the testing of 
“Scheduling & Dispatch". 
Investigating the mechanics 
this is complex and requires 
deep system access. 

Strategic Bias on 
the Final Dispatch 
Schedule 

MO/SO may issue 
Dispatch Instructions on 
the Delivery Day, that 
favour affiliated 
generators and impact 
on Bilateral Trades by 
other Eligible Sellers 

2 3 6 
MO 

SO 

High-level dashboard and 
trends 

The MO Audit Guidelines 
specifically cover the testing of 
“Scheduling & Dispatch". 
Investigating the mechanics 
this is complex and requires 
deep system access. 
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Risk 
Description / Potential 
Misconduct 

Likelihood Consequence Risk 
Market 

Participants 
Monitored 

Mitigation / Surveillance 
Strategy 

Misrepresentation 
of Operational 
Limits (Gaming the 
Constraints) 

Eligible Generators or 
Producers (internal or 
external) deliberately 
misstate their 
operational limits (e.g., 
minimum stable 
generation level or ramp 
rates) during the 
nomination and 
scheduling process to 
influence the 
Constrained Schedule, 
forcing the MO/SO to 
dispatch them for system 
reasons when they 
otherwise might not 
have been scheduled 

1 1 1 

EG 

EP 

Importer 

Not material at this stage of 
MSB market development. 
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Risk 
Description / Potential 
Misconduct 

Likelihood Consequence Risk 
Market 

Participants 
Monitored 

Mitigation / Surveillance 
Strategy 

Inaccurate 
Reconciliation and 
Invoicing  

MO either incorrectly 
reconciles or invoices the 
market participant for 
specific charges. Does 
not apply the wheeling 
charge rules and 
framework or balancing 
charges and framework 
appropriately. Does not 
correctly utilise the 
wheeling charge models. 
Does not correctly set-up 
the allocation of charges 
within their accounting 
system. 

2 3 6 MO 

Audit - Not relevant to MSF 
monitoring. 

The MO Audit objectives 
explicitly include verifying the 
"accuracy and reliability of 
financial and operational data" 
and identifying "data 
inaccuracies or errors in 
settlements". Furthermore, 
the auditor is mandated to 
perform substantive testing on 
"Balancing Calculations", 
"Metering & Invoicing/ 
Crediting", and "Financial 
Data" including settlement 
data. 

Compliance & 
Metering 

Instances of non-Grid 
Code compliant or 
unmetered embedded 
generation 

3 2 6 ECB 

Maintain a list of embedded 
generators and monitor 
compliance.   

This is a Grid Code compliance 
matter and should not be 
duplicated in the MSF. 
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Risk 
Description / Potential 
Misconduct 

Likelihood Consequence Risk 
Market 

Participants 
Monitored 

Mitigation / Surveillance 
Strategy 

Inconsistent 
and/or unfair 
application and 
enforcement of 
MSB Rules 

The MO and/or SO may 
not apply and enforce 
the MSB and associated 
rules in a consistent and 
equitable manner 

2 2 4 
MO 

SO 

This is a core tenant of the 
"Regulatory Compliance" 
criteria in the MO Audit, which 
is designed to ensure the MO 
complies with relevant laws, 
regulations, and MSB rules. 

It would be prudent however 
to address any inconsistency 
or unfairness proactively if 
identified (e.g. via ad-hoc 
whistleblower reporting) 

PPA impact on 
downstream 
customers  

Contestable Distributors 
may inadvertently enter 
into PPAs with Eligible 
Sellers where 
downstream customer 
could be adversely 
impacted. 

2 3 6  

ECB to exercise oversight of 
PPAs between Eligible Sellers 
and Contestable Distributors 
where downstream customer 
impacts may arise.  This an 
ECB requirement prior to the 
conclusion of the PPA and not 
appropriate for the MSF to 
monitor. 

Curtailment and 
Congestion 

Focus effort on whether 
curtailment indicates 
anti-competitive 
behaviour (e.g. specific 

3 2 6 SO 
The MO Audit is required to 
test "Plant curtailment data 
and congestion incidents". 
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Risk 
Description / Potential 
Misconduct 

Likelihood Consequence Risk 
Market 

Participants 
Monitored 

Mitigation / Surveillance 
Strategy 

IPPs being unfairly 
curtailed).  
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15  Annexure 2: MSF Routine Monitoring Data Requirements and KPIs 

Surveillance 
Theme 

MSU Action 
Data 

Sources 
Data Requirement  KPIs 

Licensing Delays 

Maintain a high-level 
dashboard of license 
processing queues and 
approval times  

ECB 

Monthly (by licence category) 

• Log of all new licence 
applications 

• Log of licence applications 
approved 

• Log of licence applications 
rejected 

• Average processing time 
(days) 

• Number and % of 
Applications Delayed 
(beyond standard 
timelines) 

• Approval and Rejection 
Rate (number and %) 

Grid Connection 
Backlogs/Delays 

Maintain a high-level 
dashboard of Connection 
Applications, Connection Offers 
and associated timeframes. 

NO 

Monthly (by participant category) 

• Log of all new connection 
applications 

• Log of connection offers 

• Log of connections approved 

• Log of connection applications 
rejected 

• Average processing time 
(days) 

• Number and % of 
Applications Delayed 
(beyond standard 
timelines) 

• Approval and Rejection 
Rate (number and %) 

Market 
Participation 
Delays 

Maintain a high-level 
dashboard of application 
queues and approval times for 
permissions, approvals, 
registrations, concluding 
agreements 

NO 

SO 

MO 

Monthly (by participant category) 

• Log of all MSB market 
participants 

• Log of all new MSB 
participation applications 

• Average processing 
time (days) 

• Number and % of 
Applications Delayed 
(beyond standard 
MSB rule timelines) 
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Surveillance 
Theme 

MSU Action 
Data 

Sources 
Data Requirement  KPIs 

CD 
• Log of MSB participation 

applications approved 

• Log of MSB market participation 
applications rejected 

• Approval and 
Rejection Rate 
(number and %)  

Constrained 
Schedule 

Maintain a high-level 
dashboard of Constrained 
Schedule variations against 
Bilateral Nomination 
Instructions 

MO 

Monthly  

• Total Nominated Volumes: Sum 
of all approved Bilateral 
Nomination Instructions 
submitted (MWh) per 
participant 

• Total Constrained Volumes: The 
sum of energy allocated in the 
final Constrained Schedules 
(MWh) per participant 

• Nomination Fulfilment 
Rate (%) 

• Constraint Volume 
(MWh) 

Final Dispatch 
Schedule 

Maintain a high-level 
dashboard of number and size 
(GWh) of events/incidents 
impacting Final Dispatch 
deviations from the 
Constrained Schedule 

MO 

SO 

Monthly 

• Number of deviation events 
impacting Final Dispatch 
deviation from Constrained 
Schedule, by source of 
deviation (e.g. SO instruction, 
IPP deviation, Network etc) 

• Final Dispatch Volume 
Deviations: The sum of energy 
variance between Constrained 
and Final Dispatch Schedules 

• Event Trend 

• Dispatch Adherence 
Rate (%)  
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Surveillance 
Theme 

MSU Action 
Data 

Sources 
Data Requirement  KPIs 

(MWh) per participant and by 
source of deviation (e.g. SO 
instruction, IPP deviation, 
Network etc).  

Balancing 
Charges 

Monitor trends and anomalies 
in the aggregate balancing 
charges to look for broader 
market impacts. 

MO 

• Total monthly balancing 
volumes (MWh 
surplus/shortfall) per 
participant. 

• Total monthly balancing 
penalties levied (N$) per 
participant. 

• Anomalies against the 
trend 

 


